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Cyber Insights: Single Point Of Contact 
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https://www.spglobal.com/ratings/en/research-insights/topics/cyber-risk-in-a-new-era
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Cyber Risk Insights 

Erin Kenneally  |  Director Cyber Risk Analytics  |   Guidewire-Cyence

Lead with Data.

Follow the Tech.



Hacking Kits 

Cyber 

Threat 

Landscape
(by 2021)

Cyber Crime Cost 

Dark Web sites

Cyber Security Spending

Health/Medical Data

more valuable

• Human Element

• Phishing

• BEC

• Scams

• Web & Browser-based Attacks

• Drive-by Download

• Malvertising

• Exploit kits

• Internet-Exposed Assets

• Password re-use

• Weak credentials

• Vulnerabilities, Misconfigurations

• Supply chain attacks

• Active Network Attacks

• Privilege Misuse

• Misinformation

• Fileless attacks

Data Source: Cybersecurityalmanac.com



TIME

CHANGE

Legal & Social Controls 

(Expectations)

Technology Evolution 

(Capabilities)

RISK

CONTEXTS

Genetics & 

Biometrics

IoT/IIoT

Mis/Dis 

Information

Di
ve
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en

ce

5G Spectrum & 

GPS Insecurity
Convergence

Cyber Supply 

Chain

Emergence

AI/ML Decisions 

& Actions

•* Trust in ordering forces
* Understanding of risk diversity

•* Threat Economics
(Attack & vuln  surface)
* Inefficient risk avoidance

•* Tension between
legitimate actors

Cyber Risk Canvas & Crystal Ball



Sources

Data Types

Data Points

Metrics & 

Measures

Resolutions

Proprietary Private Open Source

Firmographics Outside-In Inside-Out

Threats Process & Policy Incidents

Perimeter Posture

1000+Patching Cadence

Risky Tech

Infrastructure Bad Activity

Peer Comparison

Exposure Signals

Risk Rating

Malicious Indicators

SPF Configurations Cloud Service 
Providers

DNS Leakage

Cyber Supply ChainExternal Presence

Loss Models

Accumulation Models

Company/Portfolio

Cyber Risk Sensemaking
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Cyber Risk Sensemaking Under the Hood

MODEL OUTPUTS:

Risk Underwriting 

Risk Pricing

Risk Accumulation



• How to identify if a company is at a higher risk of 

Ransomware attack?

• Exposure Signal: Proven correlation between 

having Remote Desktop Protocol (RDP) exposed 

& Ransomware incidents

• The likelihood of a company having a Ransomware 

incident increases by over 3x if they’ve had RDP 

exposed

Data to Assess Risk: Exposure Signals & Perils

3x 

INCREASE



Data to Select  Risk: Exposure Signals Combined

--------
Baseline 
(avg. # of 
incidents)

Signal

Tech

Exposure

Printers

ICS 
devices

Communication

Payment

Databases

% of 
detected 
companies 

# of 
incidents 
(compared 
to average)

4x1.0%

6x0.4%

3x1.3%

2.5x13%

1.5x32%

Combined and normalized by 

company size (# of domains)

Dark Web Internal 

Organization

Vulnerabilities
Security 

Incidents



Data to Price Risk: Quick Quotes & Loss Modeling 

Page 13

Price Risks by Coverage

Low Risk High Risk

B
re

a
c
h
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ik
e
lih

o
o
d

Review

Write

Price Risks Quickly

SME  Firmographics:

• Company Name

• Website

• Revenue

• Employee Count

• Industry

• Country

Inputs

Risk Rating

Exposure Signals

Peer Comparison

Outputs

~2 minutes
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Data to Understand Risk Accumulation

Accumulation risk model Service 
provider 
outage

Zero-day 
vulns

Payment 
processor 
outage

Coverages Count Types Example

 Cloud
 ISP
 CDN
 DNS

 Databases
 Operating 

systems
 Web apps
 .. & 5 others

 Payment 
processor

 Contingent 
business 
interruption

 Liability
 Data breach
 Business 

interruption

 Contingent 
business 
interruption

 5,000

 400

 50

 Windows 
OS

 Paypal

 Rackspace 
Texas 
cloud 
provider
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Overview | Cyber In Ratings Analysis - FAQs
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USPF | Immediate Liquidity Risk – Long-term Credit Risk
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Risk 
Assessments

Infrastructure 
Investments

Employee 
Training

Prevention

Transparency

Liquidity

Accountability

Response

Costs

Contingent 
Liabilities

Constituent 
Trust

Recovery 

USPF | Immediate Liquidity Risk – Long-term Credit Risk
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Digital 
Disruption

eCommerce

Convenience

“Phygital”

Trust

•

•

Corporates | Vital To Adopt A Holistic Approach In A Digital World

•

•

•

•

•

•

•

•
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Insurance | 2-Sided Approach
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Insurance | Increasing Impact Of Cyber Risks In Our Insurance Ratings
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Financial Institutions | Cyber Risks and Bank Ratings
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Structured Finance | Cyber Typically An Indirect Risk
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• On average, returns remained positive, but some companies saw declines in revenue.

• We believe companies that handle cyberattacks well can manage and maintain revenue in the aftermath of an attack. 
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Q&A
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