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Cyber Insights: Single Point Of Contact 
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https://www.spglobal.com/ratings/en/research-insights/topics/cyber-risk-in-a-new-era
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Cyber Risk Insights 

Erin Kenneally  |  Director Cyber Risk Analytics  |   Guidewire-Cyence

Lead with Data.

Follow the Tech.



Hacking Kits 

Cyber 

Threat 

Landscape
(by 2021)

Cyber Crime Cost 

Dark Web sites

Cyber Security Spending

Health/Medical Data

more valuable

• Human Element

• Phishing

• BEC

• Scams

• Web & Browser-based Attacks

• Drive-by Download

• Malvertising

• Exploit kits

• Internet-Exposed Assets

• Password re-use

• Weak credentials

• Vulnerabilities, Misconfigurations

• Supply chain attacks

• Active Network Attacks

• Privilege Misuse

• Misinformation

• Fileless attacks

Data Source: Cybersecurityalmanac.com



TIME

CHANGE

Legal & Social Controls 

(Expectations)

Technology Evolution 

(Capabilities)

RISK

CONTEXTS

Genetics & 

Biometrics

IoT/IIoT

Mis/Dis 

Information

Di
ve

rg
en

ce

5G Spectrum & 

GPS Insecurity
Convergence

Cyber Supply 

Chain

Emergence

AI/ML Decisions 

& Actions

•* Trust in ordering forces
* Understanding of risk diversity

•* Threat Economics
(Attack & vuln  surface)
* Inefficient risk avoidance

•* Tension between
legitimate actors

Cyber Risk Canvas & Crystal Ball



Sources

Data Types

Data Points

Metrics & 

Measures

Resolutions

Proprietary Private Open Source

Firmographics Outside-In Inside-Out

Threats Process & Policy Incidents

Perimeter Posture

1000+Patching Cadence

Risky Tech

Infrastructure Bad Activity

Peer Comparison

Exposure Signals

Risk Rating

Malicious Indicators

SPF Configurations Cloud Service 
Providers

DNS Leakage

Cyber Supply ChainExternal Presence

Loss Models

Accumulation Models

Company/Portfolio

Cyber Risk Sensemaking
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Cyber Risk Sensemaking Under the Hood

MODEL OUTPUTS:

Risk Underwriting 

Risk Pricing

Risk Accumulation



• How to identify if a company is at a higher risk of 

Ransomware attack?

• Exposure Signal: Proven correlation between 

having Remote Desktop Protocol (RDP) exposed 

& Ransomware incidents

• The likelihood of a company having a Ransomware 

incident increases by over 3x if they’ve had RDP 

exposed

Data to Assess Risk: Exposure Signals & Perils

3x 

INCREASE



Data to Select  Risk: Exposure Signals Combined

--------
Baseline 
(avg. # of 
incidents)

Signal

Tech

Exposure

Printers

ICS 
devices

Communication

Payment

Databases

% of 
detected 
companies 

# of 
incidents 
(compared 
to average)

4x1.0%

6x0.4%

3x1.3%

2.5x13%

1.5x32%

Combined and normalized by 

company size (# of domains)

Dark Web Internal 

Organization

Vulnerabilities
Security 

Incidents



Data to Price Risk: Quick Quotes & Loss Modeling 

Page 13

Price Risks by Coverage

Low Risk High Risk

B
re

a
c
h
 L

ik
e
lih

o
o
d

Review

Write

Price Risks Quickly

SME  Firmographics:

• Company Name

• Website

• Revenue

• Employee Count

• Industry

• Country

Inputs

Risk Rating

Exposure Signals

Peer Comparison

Outputs

~2 minutes
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Data to Understand Risk Accumulation

Accumulation risk model Service 
provider 
outage

Zero-day 
vulns

Payment 
processor 
outage

Coverages Count Types Example

 Cloud
 ISP
 CDN
 DNS

 Databases
 Operating 

systems
 Web apps
 .. & 5 others

 Payment 
processor

 Contingent 
business 
interruption

 Liability
 Data breach
 Business 

interruption

 Contingent 
business 
interruption

 5,000

 400

 50

 Windows 
OS

 Paypal

 Rackspace 
Texas 
cloud 
provider





16



Footer :  Never change the footer text on individual slides. Change, turn on or off footer by using Data color order: Complimentary colors:

17

mailto:nik.khakee@spglobal.com


Overview | Cyber In Ratings Analysis - FAQs
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USPF | Immediate Liquidity Risk – Long-term Credit Risk
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Risk 
Assessments

Infrastructure 
Investments

Employee 
Training

Prevention

Transparency

Liquidity

Accountability

Response

Costs

Contingent 
Liabilities

Constituent 
Trust

Recovery 

USPF | Immediate Liquidity Risk – Long-term Credit Risk
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USPF | Cyber Risk As An ESG Consideration 
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Digital 
Disruption

eCommerce

Convenience

“Phygital”

Trust

•

•

Corporates | Vital To Adopt A Holistic Approach In A Digital World

•

•

•

•

•

•

•

•






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Insurance | 2-Sided Approach
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Insurance | Increasing Impact Of Cyber Risks In Our Insurance Ratings
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Financial Institutions | Cyber Risks and Bank Ratings
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Structured Finance | Cyber Typically An Indirect Risk
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Key Takeaways And Companies Included
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• On average, returns remained positive, but some companies saw declines in revenue.

• We believe companies that handle cyberattacks well can manage and maintain revenue in the aftermath of an attack. 
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Q&A



Footer :  Never change the footer text on individual slides. Change, turn on or off footer by using Data color order: Complimentary colors:

Copyright © 2020 by Standard & Poor’s Financial Services LLC. All rights reserved.

No content (including ratings, credit-related analyses and data, valuations, model, software or other application or output therefrom) or any part thereof (Content) may be modified, reverse engineered, reproduced or 

distributed in any form by any means, or stored in a database or retrieval system, without the prior written permission of Standard & Poor’s Financial Services LLC or its affiliates (collectively, S&P). The Content shall not be 

used for any unlawful or unauthorized purposes. S&P and any third-party providers, as well as their directors, officers, shareholders, employees or agents (collectively S&P Parties) do not guarantee the accuracy, 

completeness, timeliness or availability of the Content. S&P Parties are not responsible for any errors or omissions (negligent or otherwise), regardless of the cause, for the results obtained from the use of the Content, or for 

the security or maintenance of any data input by the user. The Content is provided on an “as is” basis. S&P PARTIES DISCLAIM ANY AND ALL EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, 

ANY WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR USE, FREEDOM FROM BUGS, SOFTWARE ERRORS OR DEFECTS, THAT THE CONTENT’S FUNCTIONING WILL BE 

UNINTERRUPTED OR THAT THE CONTENT WILL OPERATE WITH ANY SOFTWARE OR HARDWARE CONFIGURATION. In no event shall S&P Parties be liable to any party for any direct, indirect, incidental, exemplary, 

compensatory, punitive, special or consequential damages, costs, expenses, legal fees, or losses (including, without limitation, lost income or lost profits and opportunity costs or losses caused by negligence) in connection 

with any use of the Content even if advised of the possibility of such damages.

Credit-related and other analyses, including ratings, and statements in the Content are statements of opinion as of the date they are expressed and not statements of fact. S&P’s opinions, analyses and rating acknowledgment 

decisions (described below) are not recommendations to purchase, hold, or sell any securities or to make any investment decisions, and do not address the suitability of any security. S&P assumes no obligation to update the 

Content following publication in any form or format. The Content should not be relied on and is not a substitute for the skill, judgment and experience of the user, its management, employees, advisors and/or clients when 

making investment and other business decisions. S&P does not act as a fiduciary or an investment advisor except where registered as such. While S&P has obtained information from sources it believes to be reliable, S&P 

does not perform an audit and undertakes no duty of due diligence or independent verification of any information it receives.

To the extent that regulatory authorities allow a rating agency to acknowledge in one jurisdiction a rating issued in another jurisdiction for certain regulatory purposes, S&P reserves the right to assign, withdraw or suspend 

such acknowledgement at any time and in its sole discretion. S&P Parties disclaim any duty whatsoever arising out of the assignment, withdrawal or suspension of an acknowledgment as well as any liability for any damage 

alleged to have been suffered on account thereof. 

S&P keeps certain activities of its business units separate from each other in order to preserve the independence and objectivity of their respective activities. As a result, certain business units of S&P may have information 

that is not available to other S&P business units. S&P has established policies and procedures to maintain the confidentiality of certain non-public information received in connection with each analytical process.

S&P may receive compensation for its ratings and certain analyses, normally from issuers or underwriters of securities or from obligors. S&P reserves the right to disseminate its opinions and analyses. S&P's public ratings 

and analyses are made available on its Web sites, www.standardandpoors.com (free of charge), and www.ratingsdirect.com and www.globalcreditportal.com (subscription), and may be distributed through other means, 

including via S&P publications and third-party redistributors. Additional information about our ratings fees is available at www.standardandpoors.com/usratingsfees.

Australia

Standard & Poor's (Australia) Pty. Ltd. holds Australian financial services license number 337565 under the Corporations Act 2001. Standard & Poor’s credit ratings and related research are not intended for and must not be 

distributed to any person in Australia other than a wholesale client (as defined in Chapter 7 of the Corporations Act). 

STANDARD & POOR’S, S&P and RATINGSDIRECT are registered trademarks of Standard & Poor’s Financial Services LLC.


